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1. Issue

The Office of the Secretary-General of the European schools disseminate the preparatory documents for the meetings electronically, either by the restricted DADEE website or by e-mail. All people working on a committee or working group receives a user name and a password for DADEE that it is valid only for all the committee or working groups where the person is a member.  The actual policy implies that only the official members of a committee or working group have the right to receive the preparatory documents for the meeting, so access to the preparatory documents is restricted to the members. However, in some cases (normally due to human errors) the members of a working group receive documents that were not intended to be sent to them.

Another problem is that in some cases some people have filtered some preparatory documents outside the members of a meeting and those documents have been widely disseminated and even published in third party websites. This document analyzes the current confidentiality problems and proposes some solutions. 
2. Current procedure for dissemination of preparatory documents

The Office of the Secretary General basically disseminates meeting preparation documents via DADEE system. DADEE is the French language acronym for “Diffusion Automatique des Documents aux Ecoles Européennes”, that means, “Automatic Document Dissemination at the European Schools”. 

All people working on a committee or working group receives a user name and a password for DADEE that it is valid only for all the committee or working groups where the person is a member.  The Office of the Secretary General staff files all the meeting preparation documents in DADEE system and all DADEE users receives a daily e-mail message containing all the new documents that have been published. These e-mail messages contains link to the documents so it is relatively easy to just click the links on the message for downloading the documents. Alternatively, users can also connect to the DADEE website and browse the different directories or search documents. 

The actual policy implies that only the official members of a committee or working group have the right to receive the preparatory documents for the meeting, so access to the preparatory documents is restricted to the members. 

For the smaller working groups the documents are transmitted by e-mail (documents attached in one or several messages). 

3. Status of dissemination of preparatory documents

As its meeting in October 2008 The Board of Administrative examined the status of preparatory documents (document 2008-D-299). The Board decide to continue with the current policy, which means that the preparatory documents are just restricted preparatory documents and they cannot be disseminated outside the working groups, as its publication could lead to misunderstandings or appeals. When those preparatory documents are finally endorsed the Office of the Secretary-General publishes the documents in their official open Website (http://www.eursc.eu). 

This policy implies that the members of the different working groups have not the right to disseminate those preparatory documents which it is not always the case. In some cases some preparatory documents have been massively e-mailed or even published in open web sites without previous approval of the Office of the Secretary General, and this has created several problems.

We have examined this issue with the lawyers and they have proposed us to adopt a procedure in order to ensure that all members of the working groups will respect the confidentiality of the documents.

The lawyers propose to us a simple form that should be signed by each member of a working group. This form will simply state that the signatory will comply with the confidentiality requirements associated to the documents transmitted. We plan to install this procedure at the same time of the launching of DOCEE (new Version of DADEE). Our intention is to provide user names and passwords only to the people that have sent to us a signed confidentiality form; this form could be sent to us by fax, e-mail with a scanned document or delivered to us in person or by mail.

The lawyers have proposed us to add a specific disclaimer attached to all information transmission. We have already implemented this disclaimer in all messages sent by DADEE. As an example, here you can see a sample of a DADEE message containing such a disclaimer (in bold letters): 
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4. Access Restriction to preparatory documents

As it was said before, the actual policy implies that only the official members of a committee or working group have the right to receive the preparatory documents for the meeting, so access to the preparatory documents is exclusively reserved to the members of such a group.

However, we have realized that there is one exception concerning the Administrative and Financial Committee (AFC). The AFC requested some years ago to have access to the pedagogical and inspection committees arguing that this access was needed in order to detect if there was any file that had financial consequences and should be treated by the AFC. 

The experience has shown us that this hasn’t been the case; since the AFC members have access to the pedagogical and inspection committee’s’ documents it never happened that the AFC had detected any point with financial consequences that should be included in the AFC meetings. 

Anyway, in order to allow such possibility, we think that it seems adequate to give access to the president of the AFC, so he could control such possible points.
5. Proposal

We would like to listen to the opinion of the Administrative and Financial Committee about the confidentiality of preparatory documents. Interparents have already sent us a proposal classifying the documents according to three levels of confidentiality (Derestricted, Restricted and Confidential). According to their proposal most documents should be Derestricted in their final form and published on the OSG’s open web site; preparatory documents should be Restricted during the period between preparation and their discussion and decision by the Board of Governors. Those few Confidential documents should be labelled as such. This point of view of the parents is relatively similar to the way we work, and we could easily adopt it.

The Committee is asked to:

· Validate that DADEE access to the Pedagogical and Inspections committees’ preparatory documents should be restricted to their members and to the Board of Governors and AFC’s president (that means that the other members of the AFC will no longer have access rights to those documents).

· Validate the principle of installing a procedure in order to ensure that all members of the working groups will sign a confidentiality form. 







From: DADEE@eursc.org [mailto:DADEE@eursc.org] 


Sent: thursday, 27 of november 2008 2:36


To: NAVAS Jorge


Subject: DADEE Nouveaux documents * New documents * Neue Dokumente





JORGE NAVAS ELORZA,


The DADEE postman wishes to inform you that new documents are available to you on our website. Simply click on the links below to access them.


The new documents available concern the following meetings:


CAF - ORIGINAL – NEW


2111-D-2008-en-1 The Phasing-Out of the European School Culham as a Type I School


If you have any questions, comments or suggestions, please send an e-mail to : dadee@eursc.org. Please note that Mohammed Guennani and Bernard Vervaecke, the OSGES’s Technical Assistants, are responsible for sending out the documents for all meetings.


The information contained in this document is confidential and is destined for the exclusive use of the addressee. The person who receives this document and who is not the addressee, one of his employees or a proxyholder entitled to hand over this document to the addressee, is informed that he may not divulge or reproduce the contents thereof. If you received this communication by mistake, we would be grateful to call us as soon as possible and to destroy it. We believe, but do not warrant that this e-mail and any attachments, are virus free. You should take full responsibility for virus checking. Any opinions expressed in this email are those of the individual and not necessarily of the Organization."
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